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Risk-Informed Approach to Functional Safety
Assessment of Instrumentation and Control
Systems of Reactor Protection Systems —
A Systematic Mapping Study

A.S. Korolev, A.A. Tribelev

Abstract — The safety of nuclear power plants (NPPs) is
achieved through the implementation of a multi-layered
protection system and safety functions, tailored to the
configuration of the nuclear facility. One of the critical systems
in ensuring safety is the reactor protection system, which ensures
the automatic transition of the reactor to a controlled safe state
during emergency situations and in the event of deviations from
normal operating conditions. An effective assessment of the
functional safety of reactor protection systems during the design,
implementation, and operation phases serves as a vital tool for
confirming compliance with safety requirements and ensuring
reliable protection of NPPs.

In contemporary contexts, the evaluation of functional safety
effectiveness is conducted based on a risk-oriented approach,
which is implemented in accordance with the regulatory
requirements set forth by the IAEA and national regulatory
bodies.

This article presents a systematic study that investigates the
risk-oriented approach to assessing the functional safety of
reactor protection systems in NPPs. The research is grounded in
a systematic mapping of findings from a sample of 72 articles,
selected according to predefined criteria. Consequently, the
current state of the field has been defined, and key
methodologies, methods, and tools have been identified.
Additionally, significant trends have been highlighted, including
the integration of modern modeling techniques with traditional
approaches. Furthermore, areas for growth and promising
directions for future research have been identified, as noted in
the reviewed articles.

Keywords—  Risk-Informed Approach, Nuclear Power
Plants, safety assessment.

|. INTRODUCTION

The safety of NPPs is a paramount concern. Its
implementation necessitates a multi-layered protection
system aimed at preventing accidents and mitigating their
consequences [1]. Reactor protection systems play a crucial
role in maintaining the safety of NPPs by ensuring the
automatic transition of the reactor to a safe state during
emergency conditions and activating safety systems in the
event of deviations from normal operating conditions. The
execution of functions within reactor protection systems,
which are essential for maintaining safety, must comply with
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the requirements set forth in regulatory documents [2, 3],
which establish guidelines for the development, verification,
and validation of safety-critical instrumentation and control
systems. An effective assessment of the functional safety of
reactor protection systems is an important tool for
confirming compliance with safety requirements and
ensuring reliable protection of NPPs.

In contemporary contexts, the evaluation of functional
safety effectiveness is conducted based on a risk-oriented
approach. This approach is implemented in accordance with
the recommendations [4] and the requirements of regulatory
documentation [5, 6]. Safety justification is built on an
integrated approach that encompasses PSA and deterministic
methods for risk identification, risk assessment, and scenario
determination. Such an approach allows for a more accurate
evaluation of the NPP configuration as a whole and the
control systems in particular, ensuring an adequate level of
safety and compliance with regulatory requirements [7]. The
application of a risk-oriented approach facilitates more
informed decision-making during the design and operation
of NPPs, minimizing potential risks and ensuring reliable
reactor protection.

Despite the comprehensiveness of the methodological
recommendations outlined in the IAEA Guides, as well as
the existence of a regulatory framework that collectively
supports approaches to assessing the justification of
functional safety in reactor protection systems, the
application of a risk-oriented approach in this field reveals
noticeable areas for development. Based on conclusions
drawn from existing assessment practices [8], the practical
implementation of these approaches contains an element of
dependence on expertise, which may amplify the factor of
subjectivity in the decision-making process. Furthermore,
the established practice of implementing a risk-oriented
approach based on probabilistic models, in accordance with
the requirements of [7], incorporates elements of both
probabilistic and deterministic approaches, which can also
lead to vulnerabilities in the selection of considered
scenarios and, consequently, potentially result in an
incomplete assessment of risks associated with the
functioning of reactor protection systems. This trend is also
noted in [8]. The calculation of a complete set of scenarios
and dependencies significantly increases the cost of safety
design. Additionally, it is important to note that the design of
safety models is based on accumulated reliability data for
system  components, particularly  concerning  new
technologies and digital systems, which can complicate the
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application of classical methods in this field, such as Fault
Tree Analysis (FTA) or Failure Mode and Effects Analysis
(FMEA), or render them limited due to incomplete data. The
aforementioned aspects indicate specific areas for
improvement in assessment approaches through systematic
research and the exploration of enhancement pathways,
which will enable a more effective application of the risk-
oriented model of functional safety in reactor protection
systems. This can be further strengthened by the positive
effects resulting from the implementation of new measures
for the digitalization of the nuclear industry [9]

This research paper is structured as follows. In Section 11
we present the applied research methods including the
research questions studied and the sources of data for search.
In section 111 we present the results of mapping study

Il. RESEARCH METHOD

The objective of the research presented in this article is to
identify topics related to the methodology, methods and
tools used for the development, analysis and assessment of
safety and reliability concerning risk-oriented approaches to
reactor protection systems. This includes the extraction of
metadata to formalize conclusions, explore research
prospects and identify limitations noted in the studies of the
authors. To conduct a literature review in this context, we
will employ the method proposed by Peterson — a systematic
mapping study described in [10]. A systematic mapping
study aims to provide an overview of existing publications
and literature in the area of interest. In the context of the
objectives set forth by the current research, conducting such
a review may help identify avenues for further investigation
and assess the quality of existing studies.

A. Research questions

RQ.1 How is the functional safety assessment of reactor
protection systems (RPS) in NPPs represented in the
published literature?

This research question aims to determine the understanding
of how the assessment of the implementation of functional
safety in reactor protection systems is addressed in existing
studies. Primarily, it is important to ascertain whether the
literature encompasses modeling of the subject area related
to the assessment of functional safety in reactor protection
systems or focuses on the direct implementation of safety
functions during the deployment of reactor protection
systems in NPPS. Based on the metadata defined for this
question, it will be possible to identify the prevailing
methodologies, methods, and tools utilized in the examined
field. Another aspect of this research is to ascertain how the
literature documents the approach to assessing the
implementation of functional safety in reactor protection
systems in NPPs. The answer to this question will enable a
clear formalization of the current state of research in the
selected area.

RQ.2 Which topics are covered regarding functional safety
assessment of RPS in NPP?

This research question will help identify which research and
practical aspects related to ensuring functional safety in
reactor protection systems in NPPs are addressed in the
publications. The analysis of existing publications aims to
uncover the methodologies and methods employed in risk-

oriented modeling and management within the selected
subject area. Additionally, the study will examine
approaches to justifying compliance with criteria regulated
by IAEA recommendations and requirements outlined in
regulatory documentation. Furthermore, this inquiry will
consider approaches to maintaining the functional safety of
existing safety systems in NPPs.

RQ.3 Which evaluation methods are applied by the authors
of papers in the list of primary studies?

The objective of this research question is to systematically
define and classify the assessment methods employed by
authors of studies that fall under the criteria of the analyzed
sample. This analysis aims to identify the methodological
approaches used for the collection, processing, and
interpretation of data that define the parameterization of
functional safety in reactor protection systems in NPPs. The
analysis of the associated tools includes the identification of
specific aspects of practical implementation (such as
software, models, simulations, etc.) utilized in the
assessment process. The outcome of this inquiry will be the
construction of a comprehensive picture of the
methodological landscape in the studied field, allowing for
the evaluation of the rigor and reliability of the presented
evidence, the identification of gaps and limitations, and the
exploration of promising approaches and research directions.

B. Data sources and research Strategy

We utilized the following databases for our search.

* I[EEE Xplore Digital Library

* Science Direct

» Web of Science

* Scopus

A search for scientific articles presented at conferences and
published in academic journals was conducted using these
knowledge bases.

As part of this search, a query was conducted followed by
the selection of studies related to the implementation of a
risk-oriented approach to the assessment of functional safety
in reactor protection systems.

The search query is as follows:

("Risk informed approach”™ or "Probabilistic safety
assessment”) AND ("functional safety” OR “IEC 61513”)
AND (“Nuclear Power plant” OR "Nuclear facility" OR
"nuclear energy objects”) AND ("I&C" OR "Reactor
protection system").

In the body of the query, the first part formalizes a
probabilistic request for conducting an assessment. The
second part of the search query specifies the application
domain of the probabilistic modeling approach. To enhance
the query, the primary standard [3] relevant to this field was
included in the request in cases where the article does not
directly justify the use of the term "functional safety." The
third part of the query formalizes the object of nuclear
energy utilization for which PSA is applied. The fourth part
of the query specifies the system within the instrumentation
and control systems that is subject to analysis. Here, to
strengthen the search, the general term "Instrumentation and
control system" was included alongside the specific term
"reactor protection system." The last two assumptions are
based on the fact that such strict terminology may not always
be applicable. Additionally, consideration may be given not
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only to power reactors but also to research reactors. The
search was conducted across titles, abstracts, and full texts
of the selected works. The work itself may be dedicated to
highly specialized tools used in this field, such as the
application of specific software to solve particular tasks.
Consequently, the high-level metadata may not contain the
required answer to the query. Nevertheless, the methodology
contained in such an article can be scaled for application in
the broader research area.

C. Study Selection Criteria

During the search, a syntactic match between the query and
the search topics was obtained. As a result, a large number
of articles directly or indirectly related to the research area
of this work were found. The following criteria were
established:

1. Inclusion Criteria:

IC1. Scientific articles that discuss probabilistic safety
justification;

IC2. Scientific articles that examine methodologies
considered for probabilistic safety justification in the context
of integration with other methodologies;

IC3. Scientific articles that address specialized tools for
safety proof based on a probabilistic approach for specific
tasks, which can also be scaled to the entire studied area;

2. Exclusion Criteria:

EC1. Scientific articles published prior to 2005, as a
"snapshot™ of the current state of the research direction is
required.

EC2. Technical reports, as they contain a limited amount of
metadata that can be used for analysis;

EC3. Articles where the probabilistic safety model is
mentioned indirectly, and the article itself is not dedicated to
the selected issue;

D. Study Selection Process

The process of selecting studies for this systematic mapping
review was carried out in several stages. The initial sample
included 623 articles. This volume was subjected to filtering
based on the predefined inclusion and exclusion criteria. The
inclusion criteria  (IC1-IC3) focused on scientific
publications addressing issues of probabilistic safety
justification, the methodology for integrating probabilistic
approaches with other safety assessment methodologies, as
well as specialized tools applicable to solving specific tasks
within the studied area. The exclusion criteria (EC1-EC3)
allowed for the elimination of publications that did not align
with the objectives of the research. The exclusion was
conducted in stages, in accordance with the descriptions of
the relevant criteria. As a result, 72 articles were selected
from the initial sample [11-83], which were included in the
final analysis. This selection allowed for the formation of a
representative "snapshot" of the current state of research in
the application of a risk-oriented approach to the assessment
of functional safety in reactor protection systems.

E. Data Extraction

Based on the obtained sample, a tabular database was
created for further work with the metadata. In the course of
working with the metadata, primary information related to
common aspects across all articles and secondary
information related to the search queries was processed. All

studies that passed through the filtering based on the criteria
were examined and analyzed. From this, information was
synthesized. The following information was included in the
database:

Author's name;

Year of publication;

Title of the article;

Abstract of the scientific article;
Conclusion of the scientific article;

Methodology for assessing the functional safety of reactor
protection systems presented in the article (RQ1).

Specific methods used for assessing the functional safety of
reactor protection systems (RQ1).

Aspects of functional safety of reactor protection systems
addressed in the study (e.g., reliability, availability,
maintainability) (RQ2).

Applicable standards and regulations in the context of
assessing the functional safety of reactor protection systems
(RQ2).

Key trends in research related to the assessment of
functional safety of reactor protection systems (e.g.,
application of new technologies) (RQ2Limitations noted by
the authors regarding the methods used and the results
obtained (RQ3)

Methods applied for evaluating the presented approaches
and results (e.g., modeling, sensitivity analysis, expert
assessment) (RQ3).

Il. RESULTS

In this section, the results of the conducted study based on
the analysis of [11-83] included in the final sample
according to the selection criteria are presented.

Figure 1 shows the distribution of publications by year. As
can be seen, the peak of research publication results occurs
in 2016, 2020, and 2022, with more than 10 publications per
year. Despite local minima observed in certain years, there is
an overall cyclical growth trend.

12
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Figure 1 — Distribution of Research by Year

Additionally, based on the preliminary analysis, conclusions
can be formalized regarding the previously defined search
queries.

RQ1. How is the functional safety assessment of RPS in
NPPs represented in the published literature?
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The representation of studies on the assessment of functional
safety of reactor protection systems within the selected
literature is characterized by a diversity of approaches and
research directions that cover various aspects of the
lifecycle, analysis, and optimization of systems. In
addressing the first query, the following types of
formalization can be highlighted.

The first group of studies is related to modeling and
reliability analysis. Here, general approaches to modeling
can be identified [16, 17, 20, 26, 35, 43, 47, 51], which are
associated with classical methods for working with the
reliability of complex systems, such as FTA, Markov
networks, Bayesian trust networks, and dynamic modeling
[17, 43, 47]. These methods take into account temporal
dependencies, modeling failures due to common causes
[16, 47], justifications for software implementation
assessments for digital 1&C [12, 35, 49, 60, 62], and the
integration of human factor assessments into the overall
safety model [15, 35].

The second group of studies can be identified as focusing on
technological aspects and architectural approaches. Within
this group, the examination of so-called field programmable
gate arrays (FPGAs) for the implementation of RPS and
subsequent processes of verification and validation can be
highlighted. This approach is discussed in [14, 19, 52].
Additionally, this group includes research on the
implementation of redundancy architecture from the
perspective of safety and availability, as presented in [22].
Another group consists of studies that explore methods for
optimizing and enhancing the safety of existing systems.
Two directions can be distinguished here. The first involves
investigating the assumption of using a risk-oriented
approach to identify critical components of RPS, followed
by their assessment and systematic identification of potential
safety improvements. This is suggested in publications [11,
30, 31]. This approach aims to improve the configuration of
the instrumentation and control (1&C) systems responsible
for safety. On the other hand, a pathway is proposed for
maintaining the state [21], or an approach related to self-
diagnosis [55].

Another identified group of studies focuses on the
examination of safety analysis methods. Within this group,
two major directions can be distinguished. The first is FTA,
which is related to the expertise of fault trees for formal
specifications of RPS requirements [24]. The second
direction involves system-theoretic process analysis (STPA)
for identifying unsafe control actions in protection systems
[29, 44, 68].

As evident from the brief preliminary analysis, there is a
trend towards transitioning from classical and simpler
methods to more complex and dynamic approaches.
Additionally, a second trend is noted regarding the
optimization of existing 1&C solutions that are part of the
RPS framework.

RQ.2 Which topics are covered regarding functional safety
assessment of RPS in NPP?

Within this research question, it was planned to determine
which research and practical aspects related to ensuring
functional safety in nuclear reactor protection systems are
covered in the publications. After conducting a preliminary

analysis of the selected body of research, the following
themes can be highlighted.

The most extensive theme for study is the methodology of
reliability analysis and safety justification, which includes
large groups for examination such as PSA, risk assessments,
and a systematic approach to justifying selected decisions
[11, 31, 17, 29, 35, 39, 43, 44, 45, 47, 48, 56, 57, 58, 80].
Another significant theme for discussion is the direct
implementation. This topic includes descriptions of
approaches to practical reliability analysis of digital
modules, programmable controllers, and comprehensive
architectural considerations [13, 14, 16, 17, 18, 19, 20, 22,
35, 40, 41, 49, 51, 62, 65, 67, 73].

Another important theme is the implementation of software
for RPS components. This involves examining the complete
lifecycle of such development, from design to system
reliability analysis during the verification and validation
stages of software components [16, 22, 30, 31, 32, 35, 37,
40, 46, 49, 50, 52, 53, 61, 62, 68].

A large thematic group can also be identified that is related
to the support of operation, including hypotheses about
possible strategies [21, 28, 30, 31, 46, 69].

Additionally, there are slightly less covered themes in the
overall body of research, but nonetheless important from the
perspective of further studying the issues in the chosen field.
These include improvements in Human Reliability Analysis
(HRA) and Human-Machine Interaction (HMI) [15, 33, 35].
There is also a hypothesis regarding the application of Al
technology in conjunction with classical methods [23].

RQ.3 Which evaluation methods are applied by the authors
of papers in the list of primary studies?

In the context of studying the response to this question, a
map of methods was created, which are considered by the
authors as methods for assessing and analyzing the safety of
RPS. The generalized distribution of the identified methods
is presented in Figure 2.

Figure 2 — distribution of assessment methods in research
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Distribution of assessment methods in research The authors
consider the following methods as techniques for assessing
and analyzing the safety of RPS: FTA [12, 17, 35, 42, 47,
70, 76] for determining failure probabilities and identifying
vulnerabilities in the system, Markov state-transition models
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[12, 17, 22, 39, 43, 45, 51, 70, 74] for modeling system
dynamics, including failure states, fault detection, and
recovery, Ratability Block diagram [34] for quantitative
assessment of the unreliability of 1&C configurations, fault
mode and effects analysis [22, 44] for identifying potential
failures, their consequences, and mitigation strategies, STPA
[25, 29, 44, 68], for identifying unsafe control actions,
software fault tree analysis (SFTA) [24], for analyzing
software requirement, comprehensive PSA [11, 21, 35, 40,
47, 48, 49, 62, 70], including the assessment of failure
probabilities on demand and false alarm probabilities,
Bayesian belief network [26, 31, 62], for improving the
reliability of RPS, Multi-objective genetic algorithm
[46, 60], for optimizing system design while considering
safety, reliability, and cost requirements, Mont Carlo
Methods [34], sensitivity analysis [30, 31] , dynamic fault
tree [73, 76], dynamic flowgraph methodology [76], hazard
and operability analysis (HAZOP) [57], fault injection
[77, 80, 81, 82, 83], model checking [58, 75], simulation
[53, 58, 75], formal verification [57, 66, 75], p-factor
Method [79], timed Petri nets [65].

IV. ANALYSIS AND DISCUSSION
The content of this section implies a deeper analysis and
subsequent discussion of the results obtained from the
publications that meet the selection criteria [11-83]. The
chosen topic is not entirely new, but it has been gaining
traction and development in recent times.
A. Main research directions
The conducted analysis of the information presented in the
literature has identified several key research directions
concerning risk-oriented assessment of functional safety in
reactor protection systems. Significant attention is devoted
to justifying approaches to modeling and analyzing the
reliability of digital Instrumentation and Control (1&C)
systems. These processes incorporate operational aspects
such as repair time, testing frequency, self-diagnostic
properties, and the impact of selected architectural solutions.
When designing these approaches, associated challenges are
considered, such as the so-called "curse of dimensionality"
in modeling complex systems and the development of
mitigating methods to reduce its impact. Another property
examined during the design phase is cybersecurity in the
context of reliability and safety. All these approaches are
analyzed both in a static state and with consideration of
temporal parameters, which serves as a basis for justifying
operational support strategies.
Another important research theme is the assessment and
enhancement of the reliability of digital 1&C systems
through the development and refinement of reliability
models that account for failures of wvarious natures
(hardware, common cause failures, software, etc.). These
models also integrate results from the previous theme to
improve reliability management outcomes while considering
temporal parameters.
The reviewed studies emphasize the importance of utilizing
automated tools and environments for conducting
verification and validation procedures of implemented
solutions. This approach is considered in conjunction with
the unification of formal methods in the specification of
requirements, analysis results, and verification as

foundational data for subsequent steps. Additionally, the use
of simulation-based testing methods for robustness
verification is proposed. This approach involves working
with a hybrid model that combines traditional methods (e.g.,
FTA, Markov Modeling, etc.) with modern approaches (e.g.,
fault injection, machine learning, etc.). The use of
automation tools for preparing input data is also suggested..
A related theme, sharing similar implementation approaches,
is the safety verification of software for reactor protection
systems. Here, trends towards the application of formal
methods for the specification, analysis, verification, and
validation of the software itself can be identified. The
application of formal methods, languages, and tools (e.g.,
NUSCR, SFTA, etc.) for correctness and safety verification
is considered. Further integration of results into the overall
assessment methodology is carried out based on FPGA
approaches, including the development of testing and self-
diagnostic methods. Based on these assumptions, principles
can be established to reduce the occurrence of common
cause failures. Additionally, the application of safety cases
for the assessment and demonstration of the safety and
reliability of complex software systems is discussed.
Management of the design and optimization of implemented
architectures is also a subject of research. Special attention
is given to justifying compliance with [5]. This includes the
implementation of functional safety management processes
throughout the entire lifecycle of 1&C, defining, justifying,
and proving the achievement of required safety integrity
levels (SIL). Based on general requirements and classical
solutions, hybrid  (analog-digital) architectures are
considered to enhance system resilience against common
cause failures, as well as the exploration of new design
approaches (e.g., "Forward Design").

Another theme is the improvement of human-machine
interfaces to mitigate the influence of human factors.
Research in this area is based on human reliability analysis
(HRA) approaches. This includes investigating the impact of
digital human-machine interfaces (HMI) on operator
behavior and developing models that account for cognitive
aspects of operator activities in non-standard situations.
Studies also explore the development of operator support
tools that enable operators to effectively monitor and
operating NPPs, particularly in emergency situations, and
develop HRA models that consider cognitive aspects of
operator activities in non-standard situations and the
influence of digital interfaces.

Furthermore, the reviewed studies highlight the necessity of
applying methods and tools for analyzing error propagation
in 1&C systems. This aspect is linked to the optimization of
the design of control and instrumentation systems, especially
in the context of cost and performance constraints. This
includes the exploration of multi-criteria optimization
methods using genetic algorithms to achieve an optimal
balance between safety, reliability, and cost considerations.
Finally, the research acknowledges the importance of
assessing the impact of aging and degradation of
components on the reliability of 1&C systems, underscoring
the need for developing strategies to mitigate these effects
and ensure the long-term performance and safety of the

system.
B. Assessment methods
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As methodologies and methods for the correct
implementation of a risk-oriented safety model, researchers
have considered quantitative, qualitative, formal, and
modeling-based approaches.

In accordance with the stringent boundary conditions
defined by regulatory requirements [2,87], the primary proof
tools are represented by quantitative methods. Among these,
the multi-level PSA is primarily used for overall risk
assessment. This methodology involves the use of classical
proof methods (FTA, FMEA, Markov Modeling) to identify
and quantitatively assess potential failure scenarios.
Additionally, simulation modeling methods are employed to
determine system behavior under various conditions and to
evaluate probabilistic outcomes. In the context of simulation
modeling, the authors also consider dynamic analysis
methods (e.g., DFM or SCM), which allow for the modeling
of system behavior over time and under changing conditions.
These approaches are used in conjunction with static state
approaches, such as finite element methods for analyzing
structural integrity and component behavior. In this context,
to alleviate some of the conservatism of the approaches, the
authors propose the possibility of integrating machine
learning methods with classical approaches.

Another approach defines qualitative safety assessment
methods. Several implementation directions are identified
here. FMEA is used for the systematic identification of
potential failure modes and their consequences, while
HAZOP is employed to identify potential deviations from
intended operating conditions and associated hazards. STPA
provides a more comprehensive, systemic approach to
hazard analysis. The Safety Case methodology is utilized as
a structured approach for demonstrating and documenting
arguments in favor of the safety of complex systems.

The authors also emphasize the importance of formal
methods as proof tools. These methods are based on formal
specification of requirements (e.g., using NuSCR or Z-
notation) followed by rigorous verification using techniques
such as Model Checking and Abstract Interpretation.
Specific modeling methods identified in the studies include
models based on beta distribution functions, time-stamped
Petri nets for analyzing temporal loops, and UVM-SystemC
for co-simulation of hardware and software. In the area of
testing, there is a focus on the quantitative assessment of the
throughput of Function Block Diagrams (FBD) and the use
of statistical methods for practical evaluation of safety-
critical software. Regarding cybersecurity assessment, STPA
and related approaches are highlighted for identifying
security vulnerabilities and evaluating their impact on
system safety.

The most frequently used methods reported in the reviewed
literature include mathematical modeling and the calculation
of probabilistic characteristics. Experimental methods,
including laboratory testing and simulation of emergency
situations, are employed to validate models and assess
system behavior under extreme conditions. Simulation
modeling using computer models is widely used to simulate
system behavior under various operating conditions and
failure scenarios. Formal verification is utilized for
mathematical proof of software correctness and its
compliance with safety requirements. Finally, heuristic
methods that employ expert judgments, analogies, and other

knowledge-based approaches are used to complement other
analytical methods.

C. The context under consideration

All the aforementioned approaches are examined in the
context of their application to aspects of functional safety.
Primarily, the provided toolkit is utilized to demonstrate the
reliability and safety of the systems themselves, reflecting
the necessity for consistent and dependable operation of
safety-critical systems. Additionally, emphasis is placed on
fault tolerance, which pertains to the systems' ability to
maintain functionality even in the presence of component
failures. The verification of the implementation of the
selected approaches is carried out through the justification
and support of verification and validation processes.

D. Considered aspects of functional safety

The reviewed studies encompass both specialized tools and
theoretical practices. Both approaches can be scaled to the
level of practical implementation across the entire spectrum
of the issues at hand. In this context, the question of specific
implementation and the universalization of the approach is
left to the end user. This creates an opportunity for growth in
research related to defining the boundaries of applicability
of individual methods for developing the limits of possible
integration of these methods, aimed at alleviating some of
the conservatism and constraints.

E. Key trends identified in the research

Current trends noted in the research include a shift towards
the integration of modern modeling methods with traditional
techniques. Concurrently, there is an increasing focus on
software implementation processes, which encompasses
enhanced verification and validation efforts, as well as
approaches to  justifying  cybersecurity — measures.
Additionally, efforts are being made to optimize human-
machine interfaces and to consider decision-making in
dynamic environments. All of these initiatives aim to
optimize the balance between safety, reliability, and the
economic efficiency of existing solutions.

F. Limitations of the presented research

One of the significant aspects identified during the analysis
is the lack of comparison between integrated approaches and
the assessment of the level of conservatism in traditional
methods. These factors may potentially serve as limitations
to advancing research in the chosen subject area.

G.Limitations of the study
The analysis of the reviewed studies has identified a number
of issues and limitations.
First and foremost, the challenges in the areas of modeling
and data should be highlighted. Scalability issues hinder the
application of formal methods to complex systems. Models,
including operational ones, are often simplified to a binary
representation of state (“functioning” / "not functioning").
There is a lack of operational data on emergency modes and
data regarding the impact of degraded system conditions
(e.g., component degradation) for conducting risk
assessments based on PSA. This is characteristic of both
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single-module and multi-module reactors. Collectively, this
leads to concerns about the inadequacy of validation of
existing failure data for use in specific operational contexts,
types of equipment, and environmental conditions.
Additionally, modeling for the dispersion of external events
should be considered. This class is also recognized as
imperfect, with limitations in accounting for local
meteorological conditions and impacts in atmospheric
dispersion models. From the aforementioned issues arises a
more global problem regarding the lack of experience with
Level 3 PSA. This analysis is conducted less frequently than
Level 1 and Level 2 PSAs, leading to a potential knowledge
deficit in this area. Dependence on expert judgments and
issues related to modeling failures within the software itself
also represent ongoing limitations.

To compensate for these data limitations, conservative
approaches are often employed, which can potentially lead
to overestimation of risks and suboptimal decisions. The
models used in analyses may overly simplify complex
phenomena, failing to fully account for the influence of
human factors, interactions between subsystems, and
intricate physical processes. The associated resource
constraints may result in an inability to model all possible
accident scenarios, especially in systems susceptible to
common cause failures for risk identification.

Further limitations arise when modeling complex
dependencies within systems, particularly non-Markovian
dependencies. Existing methods may also have constraints in
accounting for temporal dependencies and the dynamic
behavior of the system.

J.Prospects for research development

The conducted analysis allows for the identification of
several promising directions for research in the area of
growth within the chosen topic. Some of these directions are
noted by the authors themselves.

One such improvement is the continued work on enhancing
human-machine interfaces and  the  associated
implementation of Human Reliability Analysis (HRA)
methodologies. The results of these studies could be
considered for creating a more complex integrated model
that accounts for dynamic behavior, common cause failures,
human factors, and cyber threats.

As previously mentioned, some of the implemented
methodologies and methods are based on conservative
approaches. In this context, research directions aimed at
alleviating some of this conservatism appear promising. For
example, the application of Al technologies in probabilistic
analysis could partially address issues related to forecasting
system behavior associated with aging.

The results of these studies can be linked to forecasting
challenges. Further research directions lie in the
development and refinement of dynamic reliability models,
including non-homogeneous Markov processes, to tackle the
"curse of dimensionality” in assessing the reliability of
complex systems. This would allow for a more accurate
consideration of the dynamic behavior of the system,
including various states of component degradation.
Addressing issues related to the impact of equipment aging,
wear, environmental influences, and the possibility of hidden
failures that are not detected during regular testing is also a

critical area. Future research in this direction may focus on
assessing the impact of "emergent" risks and factors that
may arise from the interaction of individual subsystems, as
well as the development of adaptive control systems capable
of responding to changing operating conditions and
equipment failures.

Conversely, the process of continuing research on hardware
implementation can be highlighted. The development and
application of analysis methods with fault injection at
various levels of abstraction, from models to hardware
implementation, offer a promising approach to studying the
impact of failures on system behavior and evaluating the
effectiveness of measures to prevent them

V. CONCLUSION
In this paper, we aim to identify gaps in the research on the
risk-oriented approach to assessing the functional safety of
reactor protection systems at NPPs. The study was
conducted based on the analysis of 72 sources, during which
metadata was extracted.
The analysis of the collected publications revealed a
diversity of approaches and research directions covering
aspects of the lifecycle, analysis, and optimization of
instrumentation and control (1&C) systems. In the selected
articles, the primary focus is on the scientific and practical
justification of approaches to modeling and analyzing the
reliability of modern digital 1&C systems, the development
and refinement of reliability models, quantitative assessment
of various types of failures, and the application of automated
tools for conducting verification and validation of solutions,
which contributes to enhancing the reliability and safety of
the systems.
Despite the existence of a comprehensive methodological
framework and regulatory documents supporting the
assessment of functional safety, significant areas for further
development have been identified. In particular, there is a
dependence on expert assessments, which may amplify
subjectivity in the decision-making process. Furthermore,
the application of a risk-oriented approach based on
probabilistic models may lead to vulnerabilities in the
selection of considered scenarios, which, in turn, could
result in an incomplete risk assessment.
The results of this study underscore the need for further
research in the area of assessing the functional safety of
reactor protection systems, including the development of
more comprehensive models that account for the dynamic
behavior of systems and the interaction of subsystems. This
will improve decision-making processes and enhance safety
levels at nuclear power plants.
Our research helps to identify gaps in the current studies on
the risk-oriented approach to assessing the functional safety
of reactor protection systems and provides recommendations
for researchers regarding topics related to PSA that are
rarely addressed or could be considered promising directions
for future research.
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